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What is e-commerce?

“... The exchange of financial information 
across electronic networks, at any stage in the 
supply chain, whether within an organisation, 
between businesses, between businesses and 
consumers, or between the public and private 
sectors, whether paid or unpaid…”

Current DTI definition as recommended to the OECD



e-banking - the challenges...
• To achieve true e-banking, three challenges need 

to be addressed by businesses, Governments and 
individuals :
– Understanding of the opportunities available and what 

needs to be done
– Access to all the elements required for full participation 

in the e-world
– Trust in the new tools of e-banking and the new styles 

of doing business



The barriers to e-banking...

There are several barriers to e-banking:
• Foundations - the lack of a clear, internationally agreed 

regulatory framework
• Understanding - at all levels about the whole concept of 

e-banking
• Access - to technology and to electronic payment systems
• Skill - there are serious skill shortages (technical and in the 

management of change) in the public and private sectors
• Trust - fears of fraud, concerns about privacy, doubt about 

legal liability, and worry about redress



Trusting e-commerce...
“…Consumers new to the Web sense a kind of chaos in the 

Web, where information is vulnerable to hackers, 
technology is unreliable, and good intentions may lead to 
unpredictable results…”

e-commerce Trust Study
January 1999

• Only 7% of UK consumers feel secure in submitting credit 
card details over the Internet.  (Gallop survey 1999)

• Only 5% of EU consumers trust e-commerce (Visa survey 1999)

• More than 90% of executives consider trust to be a critical 
issue for e-commerce (Forrester report 1999)



Trusting e-banking...
There are four major issues that lead to a lack of 

confidence in e-banking…

• Fear of fraud
• Concern that privacy will be violated (through the 

loss of control over personal data)
• Concerns about who has liability
• Anxieties about obtaining redress in the case of 

disputes



Trust - fear of fraud…
• “Scams” on the Internet abound, as they do in the “real”

world.
• New technology brings new “scams”, with anonymity a 

great factor.  It is now quicker and easier to steal more, 
with less chance of getting caught!

• The problem is growing as e-banking expands.
• Some 7% of on-line consumers in the US have been the 

victims of credit card fraud on the Internet (US NCL survey 1999)

• Widespread publicity about successful “scams” further 
undermines trust in the Internet - amongst both consumers 
and those engaged in e-banking

• It is essential to build confidence in the means of 
authentication on the Web.



Trust - privacy...
Privacy is the mechanism by which e-banking users 

retain control over the confidentiality of their data
• Unsolicited junk e-mail - “spam” - is considered a 

significant problem by most e-banking users.  It clogs up 
systems, incurs costs on the recipient, and proliferates 
personal details of consumers without their permission.

• Hackers and Crackers cause serious problems:
– theft of data or interference with systems
– introduction of viruses
– stalking

• Industrial spies can costs companies their livelihood.



Trust - redress...

There needs to be a clear means of resolving disputes 
about e-banking transactions
– Internet transactions represent 2% of business but 

generate 50% of credit card disputes (Visa survey 1999)

– Most disputes centre on charges for unordered goods, 
late delivery and additional charges

– The EU (for example) is developing cross-border 
redress mechanisms for EU consumers



The need for improved e-banking 
security…..

• Hostile marketplace
• Reliance on IT
• Extending the enterprise
• Distributing the architecture
• Increasing the range of services
• Regulation and law
• The company’s good name…...



The challenges we all face….

• Complacency

• False sense of security

• Fragmented security activity

• Poor “selling” of security internally to the 
workforce

• Technical solutions for people problems
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What are the threats?What are the threats?



Has anything really changed?

The greatest problems are still the same, and 
they allow fraud to occur:

– loss of services, facilities or equipment

– system malfunction

– inadequate operator/user skills

– human error, complacency and ignorance



Has anything really changed?
Lax basic IT discipline is still common and 

allows fraud to occur:
– no accurate business requirements
– poor system and network management
– inadequate testing 
– ineffective change control
– unproven or incompatible technology
– uncertain “ownership” of systems and networks
– incomplete contingency and recovery 

arrangements



What do the surveys say we should do?

• Establish proper management commitment 
for security and fraud prevention

• Properly understand the risks
• Classify the assets
• Encourage personal accountability
• Establish sufficient specialist resource
• Get the “basics” right
• Control outsourcing
• Raise awareness
• Measure success



Effective management of security...
• Responsibility for security and business continuity planning is 

often fragmented amongst a variety of internal groupings.
• These groupings will be budgeted and controlled separately, and 

operate in isolation to the detriment of the overall security 
posture.

• Security is not usually directly represented at senior 
management level.

• The most important element - IT Security - is usually not 
adequately addressed, nor is it often professionally lead.

• There is usually a good business case for the establishment 
of a centralised security function, lead by a senior and 
experienced professional security manager.



Policy, Standards and Codes of Practice
• There usually exists in any organisation a variety of security 

policies, practices, instructions, standards, procedures, folk-
lore and tradition.  It is necessary to bring them together,  
revise them and supplement them as necessary in order to 
create a set of  Security Policy, Standards and Codes of 
Practice.

• Such documentation will create the focus of successful 
implementation and maintenance of security.  
– It will provide staff at all levels with the guidance to allow them to 

protect all assets as appropriate.  
– It will mandate the necessary resources.  
– It will raise awareness about security throughout the organisation.
– It will also set the levels against which security can consistently be 

measured and monitored. 



Maximising IT Security Procedures and 
Limiting Access

1. Management Controls:
• Project risk management
• Lifecycle discipline
• Security requirements and 

access profiles
• Responsibilities
• Ownership

3. Technical Controls:
• Identification and 

authentication
• Logical access control
• Audit trails

2. Operational Controls:
• Procedures
• Personnel security
• Physical and environmental 

security
• Input/output controls
• System maintenance
• Data integrity
• Systems documentation and 

approvals
• Incident response



Segregation of Domains
• Often an organisation’s communications/IT network 

will not be segregated.  User access cannot be 
defined to specific domains.  Once a user is into the 
system, the user is free to roam throughout.  Access 
control by userid and password is the single line of 
defence - “Once in, all in!” This is the key weakness 
that exacerbates all others.

• It is necessary to segregate a network into 
manageable domains so as to avoid compromise of 
mission critical systems and data.  Steps include…

contd over...



Segregation of Domains (contd…)

– Define and implement access control policies, technologies and procedures, 
including user passwords, user groups and access privileges.  

– Define root and system administrator policies so as to enforce segregation of 
duties.

– Develop technical and functional specifications of the IT security 
requirements. Issues include:

• DMZ strategies
• Router and firewall selection and deployment strategies
• Proxy and web server placement
• Application and operating system hardening
• Secure Socket Layer (SSL)
• Public Key Cryptography
• X.500 compliant directory structures
• X.509v2 certificates
• Certification Authorities, Registration Authorities, and key management 

issues
• Contingency (mitigation of DDOS and DOS attacks)
• Capacity planning and performance issues as they relate to cryptographic 

overheads



Encryption
• Often, financial data will be transmitted within an 

organisation’s network in clear text and therefore it 
will be vulnerable to interception, deletion and 
modification.  Data privacy and integrity are at risk 
and there is a danger of fraud. 

• It is essential to provide adequate cryptographic 
mechanisms for communications lines, internally and 
externally, to ensure end-to-end encryption of data 
and to provide data integrity.  This may involve the 
deployment of robust public key cryptography to 
provide the high level of security necessary for 
financial transactions and other sensitive data.



Limiting Access - “dealing with 
friends not foes”

• Often access control is not formalised or properly 
implemented.  This is further complicated by “Once in, 
all in!” It is necessary to ensure that access is 
permitted only to authorised users, and that dishonest 
people are kept away:
– Passwords
– User groupings and user privileges
– Access control and systems administration
– The powerful System Administration privilege, and its control and 

supervision
– Intrusion detection and Real Time Monitoring
– Firewalls
– Virus protection



Harnessing the workforce...

• Usually, awareness of all aspects of security is low 
amongst managers and staff.

• A comprehensive security awareness programme 
is needed, providing awareness about essential 
aspects of security to all staff.  A number of key 
messages must be communicated using proven 
communication techniques and channels. 



Harnessing the workforce (contd…)

• All members of staff, whatever their role and status, have a 
personal responsibility towards security.  Each person needs to 
be made aware of, and then constantly reminded about, these 
responsibilities.  Each person must be made to want to be secure.

• It is necessary fundamentally to influence attitudes towards the
security of the business.  Security needs to be a continual 
process, becoming part of business as usual. 

• A comprehensive communication plan is needed to ensure that 
security is inculcated into the company culture.  It will ensure
that the internal culture towards security moves from ignorance,
through awareness, to commitment.



Harnessing the workforce (contd…)

• Typically, security plans have failed, or been less than 
successful, because the issues have not been properly 
communicated throughout the organisation.  Such plans 
have failed to come alive, and have met fatal resistance 
from staff.

• It is essential that security is co-ordinated and “marketed”
to a consistent, attractive theme.  There should be an 
overall, recognisable “branding” for security.  The 
messages should be clear, and correctly targeted at 
differing audiences using the most appropriate media.  In 
short, professional marketing techniques should be applied 
to security.


